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How to engage a target?
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QUIZ: How ethical are you?
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Quiz: 00x02 Fundamentals
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SOLUTION: Realistic assignment: Fuzz our pentesting assignment
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Assignment: 00x03 DNS
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Quiz: 00x04 Passive information gathering
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@Ch1R0n1n: SMB Enumeration.mp4
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FTP Enumeration.MP4
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Getting a foothold- The puzzle pieces fall in place - Video
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Quiz: 0x05 Enum
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Assignment: - Foothold - Solutions














 

00x006 Privilege escalation
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Quiz: Privilege escalation [Linux]
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Assignment: Linux priv esc














 

00x07 Vulnerability scanning
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Vulnerability scanning 02
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00x09 Burp Suite (Large section)


	



 









Intro
(0:35)





	



 









Dashboard + live and passive scans
(16:33)





	



 









Burp Suite Dashboard.pdf





	



 









03 Target tab.mp4
(4:48)





	



 









Target tab





	



 









Proxy tab
(10:11)





	



 









Burp suite Proxy .pdf
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10 Market place (Plugins) + more.mp4
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ASSIGNMENT: Get to know burp suite community edition





	



 









00x09 ASSIGNMENT - SOLUTION: Let's engage with burp suite free
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Lab: JWT hacking














 

00x10-01 Open redirects


	



 









Open redirects: what are they and what is the impact?
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Labs: Open redirects





	



 









Quiz: Open Redirects
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00x10-03 Broken Acces Control
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BAC : Quiz
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IDOR - Slides.pdf
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Quiz : Business Logic
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Labs: XSS














 

00x10-09 Insecure deserilisation
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Insecure deserilisation: Not as hard as you think





	



 









OWASP TOP 10: Insecure deserilisation
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00x10 Labs: Captcha bypass
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Quiz: SSRF
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Quiz: Creating nuclei templates
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00x13 Mobile hacking - Setting up Android Lab
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